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That’s why formal methods

… in particular we work on language-based security

VS



Language-based Security
Studies 

how to prevent vulnerabilities and attacks 

using 

formal semantics, program analysis, formal verification...

Our slogan: PLT marries Cyber-security!



● IoT-LySa with static analysis
● Link calculus 

      - with Roberto Bruni & Linda Brodo

Modelling and Analysing 
Networks of devices

Communication across components
● IoT Systems
● Multi-party interactions

Prove security properties considering
● Tampered sources & untrusted nodes
● Provenance of Data



Access Control
Selectively restrict access to resources in
● Operating system
● Web services
● ...

Goals:
● Design of high-level languages
● Specifications VS implementation
● Targeting challenging domains

● Distributed collaborative 
environment

● Analysis & synthesis of policies
● Cyber-physical spaces & firewalls



Secure Compilation
Security in source code is NOT security in 
compiled code!

Goal: preserving security properties 
during compilation 
● Full abstraction
● Language-based & HW mechanisms

● Incremental type analysis
● Against micro-architectural 

attacks
● Secure Translation Validation



Security in the Fog
   with SOCC group - Antonio Brogi & Stefano Forti 

Fog: resources and services along the 
continuum from Cloud to Things

Goal: assess security of app deployments
● Security threats from the Cloud & IoT
● Many stakeholders & trust relations
● Need for explainability

● Application security requirements 
VS infrastructure security 
capabilities

● Declarative & explainable 
methodology 

● Automated and secure deployment 



Others

Past Projects

● Context oriented 
programming languages

● Service oriented computing
● Contracts in service oriented 

computing
● Nominal automata for 

verification

IT/OT and Mobile Security

● Security assessment IT/OT 
infrastructures - fast 
virtualization of scenarios

● Automatic security 
verification of Android apps

Blockchain

● A Ethereum-based platform 
for fair bug bounty programs

● Formal semantics of smart 
contract languages
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